

    
      
          
            
  
Quantum Resistant Ledger

This is the documentation of QRL Node.


Note

WORK IN PROGRESS




Note

This is the main page of your project’s Sphinx [http://sphinx-doc.org/]
documentation.

It is also possible to refer to the documentation of other Python packages
with the Python domain syntax [http://sphinx-doc.org/domains.html#the-python-domain]. By default you
can reference the documentation of Sphinx [http://sphinx.pocoo.org],
Python [http://docs.python.org/], NumPy [http://docs.scipy.org/doc/numpy], SciPy [http://docs.scipy.org/doc/scipy/reference/], matplotlib [http://matplotlib.sourceforge.net], Pandas [http://pandas.pydata.org/pandas-docs/stable], Scikit-Learn [http://scikit-learn.org/stable]. You can add more by
extending the intersphinx_mapping in your Sphinx’s conf.py.

The pretty useful extension autodoc [http://www.sphinx-doc.org/en/stable/ext/autodoc.html] is activated by
default and lets you include documentation from docstrings. Docstrings can
be written in Google [http://google.github.io/styleguide/pyguide.html#Comments]
(recommended!), NumPy [https://github.com/numpy/numpy/blob/master/doc/HOWTO_DOCUMENT.rst.txt]
and classical [http://www.sphinx-doc.org/en/stable/domains.html#info-field-lists]
style.
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License

MIT License

Copyright (c) 2017 The Quantum Resistant Ledger

Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the "Software"), to deal
in the Software without restriction, including without limitation the rights
to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all
copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE.
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	qrlcore developers:




#1 cyyber
309 commits  19,410 ++  16,048 –
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240 commits  72,648 ++  66,410 –

#3 surg0r
227 commits  10,857 ++  5,095 –

#4 scottdonaldau
29 commits  241,841 ++  240,315 –

#5 bidulemachin
13 commits  285 ++  57 –

#6 randomshinichi
10 commits  632 ++  481 –

#7 converghub
6 commits  204 ++  40 –

#8 jplomas
4 commits  33 ++  3 –

#9 Wyc0
4 commits  166 ++  11 –

#10 leagueofdelegates
4 commits  0 ++  0 –

#11 randomusergenerator
3 commits  173 ++  2 –

#12 nickycakes
3 commits  24 ++  18 –

#13 jomarip
2 commits  36 ++  0 –

#14 r41d
2 commits  11 ++  17 –

#15 timhovius
1 commit  2 ++  2 –

#16 fullmatches
1 commit  0 ++  0 –

#17 jackalyst
1 commit  1 ++  1 –
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Changelog


Version 0.X
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  # QRL Addresses

## Structure

QRL addresses are structured in the following way:


Name | Bytes         | Count  |      Description      |



|------| ————- |:------:|———————–|
| DESC | 0 .. 2        |   3    | Address Descriptor    |
| DATA | 3 .. N        |  ??    | N will depend on the address format      |

## Descriptor

The address descriptor determines the address format, signature scheme, hash function, etc.


Name | Bits           | Count  |      Description      |



|------| ————- |:------:|———————–|
| HF   | 0 .. 3        |   4    | Hash Function         |
| SIG  | 4 .. 7        |   4    | Signature Scheme      |
| P1   | 8 .. 11       |   4    | Parameters 1 (ie. height, etc.)  |
| P2   | 12 .. 15      |   4    | Address Format        |
| P3   | 16 .. 23      |   8    | Parameters 2          |

#### SIG - Signature Type


Value | Description  |



|------| ————- |
| 0    | XMSS        |
| 1 .. 15    | Reserved - Future expansion        |

#### HF - Hash Function


Value | Description  |



|------| ————- |
| 0    | SHA2-256      |
| 1    | SHAKE-128      |
| 2    | SHAKE-256      |
| 3 .. 15    | Reserved - Future expansion        |

#### AF - Address Format


Value | Description  |



|------| ————- |
| 0    | SHA256_2X     |
| 1 .. 15    | Reserved - Future expansion        |

## Address Format

### Format: SHA256_2X


Name | Bytes         | Count  |      Description      |



|------| ————- |:------:|———————–|
| DESC | 0 .. 2        |   3    | Address Descriptor    |
| HASH | 3 .. 35       |  32    | SHA2-256(DESC+PK)      |
| VERH | 36 .. 40      |   4    | SHA2-256(HASH) (only last 4 bytes)   |


	PK (32 bytes) is public key


	ePK (35 bytes) is the extended public key, i.e. DESC+PK




Important:
- Addresses are composed by 39 _bytes_. This is the internal format used in any API or module.
- For representational purposes (i.e. user interface, debugging, logs), it is possible that the address is represented as a hexstring prefixed with Q (79 ascii characters). This is appropriate for user related purposes but will be rejected by the API.
- It is recommended that block explorer, web-wallet and other components show addresses with the Q prefix to users.
- It is possible to determine valid addresses by checking the descriptor and VERH bytes.

## Signature Schemes

### XMSS

In the case of using XMSS. The parameters are used as follows:


Name | Bits           | Count  |      Description     |



|------| ————- |:------:|———————–|
| HF   | 0 .. 3        |   4    | SHA2-256, SHAKE128, SHAKE256 |
| SIG  | 4 .. 7        |   4    | XMSS                  |
| P1   | 8 .. 11       |   4    | XMSS Height / 2       |
| AF   | 12 .. 15      |   4    | Address Format        |
| P2   | 16 .. 23      |   8    | Not used              |

## Seed / Extended Seed

Seed (48 bytes): Not presented to users. Users instead have access to the _extended seed_.

_Important_: The seed is not enough to reconstruct an address because it does not include information about the signature scheme and corresponding parameters.

Extended Seed (51 bytes): User typically have access to a composed seed that include the descriptor as a prefix.

HexSeed (102 bytes): Extended seed represented as a hexadecimal number in ASCII characters. This is used for representational purposes and never used in the code or API.

Mnemonic (34 words): Each word represents 12-bits. A mnemonic can be converted to an Extended Seed



          

      

      

    

  

    
      
          
            
  # Protocol Documentation
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<a name=”qrl.proto”/>
<p align=”right”><a href=”#top”>Top</a></p>

## qrl.proto

<a name=”qrl.AddressList”/>

### AddressList


Field | Type | Label | Description |

—– | —- | —– | ———– |

addresses | [bytes](#bytes) | repeated |  |



<a name=”qrl.AddressState”/>

### AddressState


Field | Type | Label | Description |

—– | —- | —– | ———– |

address | [bytes](#bytes) |  |  |

balance | [uint64](#uint64) |  |  |

nonce | [uint64](#uint64) |  | FIXME: Discuss. 32 or 64 bits? |

pubhashes | [bytes](#bytes) | repeated |  |

transaction_hashes | [bytes](#bytes) | repeated |  |



<a name=”qrl.Block”/>

### Block


Field | Type | Label | Description |

—– | —- | —– | ———– |

header | [BlockHeader](#qrl.BlockHeader) |  |  |

transactions | [Transaction](#qrl.Transaction) | repeated |  |

dup_transactions | [Transaction](#qrl.Transaction) | repeated | TODO: Review this |

vote | [Transaction](#qrl.Transaction) | repeated |  |

genesis_balance | [GenesisBalance](#qrl.GenesisBalance) | repeated | This is only applicable to genesis blocks |



<a name=”qrl.BlockExtended”/>

### BlockExtended


Field | Type | Label | Description |

—– | —- | —– | ———– |

block | [Block](#qrl.Block) |  |  |

voted_weight | [uint64](#uint64) |  |  |

total_stake_weight | [uint64](#uint64) |  |  |



<a name=”qrl.BlockHeader”/>

### BlockHeader


Field | Type | Label | Description |

—– | —- | —– | ———– |

block_number | [uint64](#uint64) |  | Header |

epoch | [uint64](#uint64) |  |  |

timestamp | [Timestamp](#qrl.Timestamp) |  | FIXME: Temporary |

hash_header | [bytes](#bytes) |  |  |

hash_header_prev | [bytes](#bytes) |  |  |

reward_block | [uint64](#uint64) |  |  |

reward_fee | [uint64](#uint64) |  |  |

merkle_root | [bytes](#bytes) |  |  |

hash_reveal | [bytes](#bytes) |  |  |

stake_selector | [bytes](#bytes) |  |  |



<a name=”qrl.BlockHeaderExtended”/>

### BlockHeaderExtended


Field | Type | Label | Description |

—– | —- | —– | ———– |

header | [BlockHeader](#qrl.BlockHeader) |  |  |

transaction_count | [TransactionCount](#qrl.TransactionCount) |  |  |

voted_weight | [uint64](#uint64) |  |  |

total_stake_weight | [uint64](#uint64) |  |  |



<a name=”qrl.BlockMetaData”/>

### BlockMetaData


Field | Type | Label | Description |

—– | —- | —– | ———– |

block_number | [uint64](#uint64) |  |  |

hash_header | [bytes](#bytes) |  |  |



<a name=”qrl.BlockMetaDataList”/>

### BlockMetaDataList


Field | Type | Label | Description |

—– | —- | —– | ———– |

block_number_hashes | [BlockMetaData](#qrl.BlockMetaData) | repeated |  |



<a name=”qrl.EphemeralMessage”/>

### EphemeralMessage


Field | Type | Label | Description |

—– | —- | —– | ———– |

id | [bytes](#bytes) |  |  |

ttl | [uint64](#uint64) |  |  |

data | [bytes](#bytes) |  | Encrypted String containing aes256_symkey, prf512_seed, xmss_address, signature |



<a name=”qrl.EphemeralMessage.Data”/>

### EphemeralMessage.Data


Field | Type | Label | Description |

—– | —- | —– | ———– |

aes256_symkey | [bytes](#bytes) |  |  |

prf512_seed | [bytes](#bytes) |  |  |

xmss_address | [bytes](#bytes) |  |  |

xmss_signature | [bytes](#bytes) |  |  |



<a name=”qrl.GenesisBalance”/>

### GenesisBalance


Field | Type | Label | Description |

—– | —- | —– | ———– |

address | [string](#string) |  | Address is string only here to increase visibility |

balance | [uint64](#uint64) |  |  |



<a name=”qrl.GetAddressStateReq”/>

### GetAddressStateReq


Field | Type | Label | Description |

—– | —- | —– | ———– |

address | [bytes](#bytes) |  |  |



<a name=”qrl.GetAddressStateResp”/>

### GetAddressStateResp


Field | Type | Label | Description |

—– | —- | —– | ———– |

state | [AddressState](#qrl.AddressState) |  |  |



<a name=”qrl.GetBlockReq”/>

### GetBlockReq


Field | Type | Label | Description |

—– | —- | —– | ———– |

index | [uint64](#uint64) |  | Indicates the index number in mainchain |

after_hash | [bytes](#bytes) |  | request the node that comes after hash |



<a name=”qrl.GetBlockResp”/>

### GetBlockResp


Field | Type | Label | Description |

—– | —- | —– | ———– |

node_info | [NodeInfo](#qrl.NodeInfo) |  |  |

block | [Block](#qrl.Block) |  |  |



<a name=”qrl.GetKnownPeersReq”/>

### GetKnownPeersReq

<a name=”qrl.GetKnownPeersResp”/>

### GetKnownPeersResp


Field | Type | Label | Description |

—– | —- | —– | ———– |

node_info | [NodeInfo](#qrl.NodeInfo) |  |  |

known_peers | [Peer](#qrl.Peer) | repeated |  |



<a name=”qrl.GetLatestDataReq”/>

### GetLatestDataReq


Field | Type | Label | Description |

—– | —- | —– | ———– |

filter | [GetLatestDataReq.Filter](#qrl.GetLatestDataReq.Filter) |  |  |

offset | [uint32](#uint32) |  | Offset in the result list (works backwards in this case) |

quantity | [uint32](#uint32) |  | Number of items to retrive. Capped at 100 |



<a name=”qrl.GetLatestDataResp”/>

### GetLatestDataResp


Field | Type | Label | Description |

—– | —- | —– | ———– |

blockheaders | [BlockHeaderExtended](#qrl.BlockHeaderExtended) | repeated |  |

transactions | [TransactionExtended](#qrl.TransactionExtended) | repeated |  |

transactions_unconfirmed | [TransactionExtended](#qrl.TransactionExtended) | repeated |  |



<a name=”qrl.GetLocalAddressesReq”/>

### GetLocalAddressesReq

<a name=”qrl.GetLocalAddressesResp”/>

### GetLocalAddressesResp


Field | Type | Label | Description |

—– | —- | —– | ———– |

addresses | [bytes](#bytes) | repeated |  |



<a name=”qrl.GetNodeStateReq”/>

### GetNodeStateReq

<a name=”qrl.GetNodeStateResp”/>

### GetNodeStateResp


Field | Type | Label | Description |

—– | —- | —– | ———– |

info | [NodeInfo](#qrl.NodeInfo) |  |  |



<a name=”qrl.GetObjectReq”/>

### GetObjectReq


Field | Type | Label | Description |

—– | —- | —– | ———– |

query | [bytes](#bytes) |  |  |



<a name=”qrl.GetObjectResp”/>

### GetObjectResp


Field | Type | Label | Description |

—– | —- | —– | ———– |

found | [bool](#bool) |  |  |

address_state | [AddressState](#qrl.AddressState) |  |  |

transaction | [TransactionExtended](#qrl.TransactionExtended) |  |  |

block | [Block](#qrl.Block) |  |  |



<a name=”qrl.GetStakersReq”/>

### GetStakersReq


Field | Type | Label | Description |

—– | —- | —– | ———– |

filter | [GetStakersReq.Filter](#qrl.GetStakersReq.Filter) |  | Indicates which group of stakers (current / next) |

offset | [uint32](#uint32) |  | Offset in the staker list |

quantity | [uint32](#uint32) |  | Number of stakers to retrive. Capped at 100 |



<a name=”qrl.GetStakersResp”/>

### GetStakersResp


Field | Type | Label | Description |

—– | —- | —– | ———– |

stakers | [StakerData](#qrl.StakerData) | repeated |  |



<a name=”qrl.GetStatsReq”/>

### GetStatsReq

<a name=”qrl.GetStatsResp”/>

### GetStatsResp


Field | Type | Label | Description |

—– | —- | —– | ———– |

node_info | [NodeInfo](#qrl.NodeInfo) |  |  |

epoch | [uint64](#uint64) |  | Current epoch |

uptime_network | [uint64](#uint64) |  | Indicates uptime in seconds |

stakers_count | [uint64](#uint64) |  | Number of active stakers |

block_last_reward | [uint64](#uint64) |  |  |

block_time_mean | [uint64](#uint64) |  |  |

block_time_sd | [uint64](#uint64) |  |  |

coins_total_supply | [uint64](#uint64) |  |  |

coins_emitted | [uint64](#uint64) |  |  |

coins_atstake | [uint64](#uint64) |  |  |



<a name=”qrl.GetWalletReq”/>

### GetWalletReq


Field | Type | Label | Description |

—– | —- | —– | ———– |

address | [bytes](#bytes) |  |  |



<a name=”qrl.GetWalletResp”/>

### GetWalletResp


Field | Type | Label | Description |

—– | —- | —– | ———– |

wallet | [Wallet](#qrl.Wallet) |  | FIXME: Encrypt |



<a name=”qrl.LatticePublicKeyTxnReq”/>

### LatticePublicKeyTxnReq


Field | Type | Label | Description |

—– | —- | —– | ———– |

address_from | [bytes](#bytes) |  |  |

kyber_pk | [bytes](#bytes) |  |  |

dilithium_pk | [bytes](#bytes) |  |  |

xmss_pk | [bytes](#bytes) |  |  |

xmss_ots_index | [uint64](#uint64) |  |  |



<a name=”qrl.MR”/>

### MR
FIXME: This is legacy. Plan removal


Field | Type | Label | Description |

—– | —- | —– | ———– |

hash | [bytes](#bytes) |  | FIXME: rename this to block_headerhash |

type | [string](#string) |  | FIXME: type/string what is this |

stake_selector | [bytes](#bytes) |  |  |

block_number | [uint64](#uint64) |  |  |

prev_headerhash | [bytes](#bytes) |  |  |

reveal_hash | [bytes](#bytes) |  |  |



<a name=”qrl.MsgObject”/>

### MsgObject


Field | Type | Label | Description |

—– | —- | —– | ———– |

ephemeral | [EphemeralMessage](#qrl.EphemeralMessage) |  | Overlapping - objects used for 2-way exchanges P2PRequest request = 1; P2PResponse response = 2; |



<a name=”qrl.NodeInfo”/>

### NodeInfo


Field | Type | Label | Description |

—– | —- | —– | ———– |

version | [string](#string) |  |  |

state | [NodeInfo.State](#qrl.NodeInfo.State) |  |  |

num_connections | [uint32](#uint32) |  |  |

num_known_peers | [uint32](#uint32) |  |  |

uptime | [uint64](#uint64) |  | Uptime in seconds |

block_height | [uint64](#uint64) |  |  |

block_last_hash | [bytes](#bytes) |  |  |

stake_enabled | [bool](#bool) |  |  |

network_id | [string](#string) |  |  |



<a name=”qrl.Peer”/>

### Peer


Field | Type | Label | Description |

—– | —- | —– | ———– |

ip | [string](#string) |  |  |



<a name=”qrl.PingReq”/>

### PingReq

<a name=”qrl.PongResp”/>

### PongResp

<a name=”qrl.PushTransactionReq”/>

### PushTransactionReq


Field | Type | Label | Description |

—– | —- | —– | ———– |

transaction_signed | [Transaction](#qrl.Transaction) |  |  |



<a name=”qrl.PushTransactionResp”/>

### PushTransactionResp


Field | Type | Label | Description |

—– | —- | —– | ———– |

some_response | [string](#string) |  |  |



<a name=”qrl.StakeValidator”/>

### StakeValidator


Field | Type | Label | Description |

—– | —- | —– | ———– |

address | [bytes](#bytes) |  |  |

slave_public_key | [bytes](#bytes) |  |  |

terminator_hash | [bytes](#bytes) |  |  |

balance | [uint64](#uint64) |  |  |

activation_blocknumber | [uint64](#uint64) |  |  |

nonce | [uint64](#uint64) |  |  |

is_banned | [bool](#bool) |  |  |

is_active | [bool](#bool) |  |  |



<a name=”qrl.StakeValidatorsList”/>

### StakeValidatorsList


Field | Type | Label | Description |

—– | —- | —– | ———– |

stake_validators | [StakeValidator](#qrl.StakeValidator) | repeated |  |



<a name=”qrl.StakeValidatorsTracker”/>

### StakeValidatorsTracker


Field | Type | Label | Description |

—– | —- | —– | ———– |

sv_dict | [StakeValidatorsTracker.SvDictEntry](#qrl.StakeValidatorsTracker.SvDictEntry) | repeated |  |

future_stake_addresses | [StakeValidatorsTracker.FutureStakeAddressesEntry](#qrl.StakeValidatorsTracker.FutureStakeAddressesEntry) | repeated |  |

expiry | [StakeValidatorsTracker.ExpiryEntry](#qrl.StakeValidatorsTracker.ExpiryEntry) | repeated |  |

future_sv_dict | [StakeValidatorsTracker.FutureSvDictEntry](#qrl.StakeValidatorsTracker.FutureSvDictEntry) | repeated |  |

total_stake_amount | [uint64](#uint64) |  |  |



<a name=”qrl.StakeValidatorsTracker.ExpiryEntry”/>

### StakeValidatorsTracker.ExpiryEntry


Field | Type | Label | Description |

—– | —- | —– | ———– |

key | [uint64](#uint64) |  |  |

value | [AddressList](#qrl.AddressList) |  |  |



<a name=”qrl.StakeValidatorsTracker.FutureStakeAddressesEntry”/>

### StakeValidatorsTracker.FutureStakeAddressesEntry


Field | Type | Label | Description |

—– | —- | —– | ———– |

key | [string](#string) |  |  |

value | [StakeValidator](#qrl.StakeValidator) |  |  |



<a name=”qrl.StakeValidatorsTracker.FutureSvDictEntry”/>

### StakeValidatorsTracker.FutureSvDictEntry


Field | Type | Label | Description |

—– | —- | —– | ———– |

key | [uint64](#uint64) |  |  |

value | [StakeValidatorsList](#qrl.StakeValidatorsList) |  |  |



<a name=”qrl.StakeValidatorsTracker.SvDictEntry”/>

### StakeValidatorsTracker.SvDictEntry


Field | Type | Label | Description |

—– | —- | —– | ———– |

key | [string](#string) |  |  |

value | [StakeValidator](#qrl.StakeValidator) |  |  |



<a name=”qrl.StakerData”/>

### StakerData


Field | Type | Label | Description |

—– | —- | —– | ———– |

address_state | [AddressState](#qrl.AddressState) |  |  |

terminator_hash | [bytes](#bytes) |  |  |



<a name=”qrl.StoredPeers”/>

### StoredPeers


Field | Type | Label | Description |

—– | —- | —– | ———– |

peers | [Peer](#qrl.Peer) | repeated |  |



<a name=”qrl.Timestamp”/>

### Timestamp
TODO: Avoid using timestamp until the github issue is fixed
import "google/protobuf/timestamp.proto";


Field | Type | Label | Description |

—– | —- | —– | ———– |

seconds | [int64](#int64) |  |  |

nanos | [int32](#int32) |  |  |



<a name=”qrl.Transaction”/>

### Transaction


Field | Type | Label | Description |

—– | —- | —– | ———– |

type | [Transaction.Type](#qrl.Transaction.Type) |  |  |

nonce | [uint64](#uint64) |  |  |

addr_from | [bytes](#bytes) |  |  |

public_key | [bytes](#bytes) |  |  |

transaction_hash | [bytes](#bytes) |  |  |

ots_key | [uint32](#uint32) |  |  |

signature | [bytes](#bytes) |  |  |

transfer | [Transaction.Transfer](#qrl.Transaction.Transfer) |  |  |

stake | [Transaction.Stake](#qrl.Transaction.Stake) |  |  |

coinbase | [Transaction.CoinBase](#qrl.Transaction.CoinBase) |  |  |

latticePK | [Transaction.LatticePublicKey](#qrl.Transaction.LatticePublicKey) |  |  |

duplicate | [Transaction.Duplicate](#qrl.Transaction.Duplicate) |  |  |

vote | [Transaction.Vote](#qrl.Transaction.Vote) |  |  |



<a name=”qrl.Transaction.CoinBase”/>

### Transaction.CoinBase


Field | Type | Label | Description |

—– | —- | —– | ———– |

addr_to | [bytes](#bytes) |  |  |

amount | [uint64](#uint64) |  |  |



<a name=”qrl.Transaction.Destake”/>

### Transaction.Destake

<a name=”qrl.Transaction.Duplicate”/>

### Transaction.Duplicate


Field | Type | Label | Description |

—– | —- | —– | ———– |

block_number | [uint64](#uint64) |  |  |

prev_header_hash | [uint64](#uint64) |  |  |

coinbase1_hhash | [bytes](#bytes) |  |  |

coinbase2_hhash | [bytes](#bytes) |  |  |

coinbase1 | [Transaction](#qrl.Transaction) |  |  |

coinbase2 | [Transaction](#qrl.Transaction) |  |  |



<a name=”qrl.Transaction.LatticePublicKey”/>

### Transaction.LatticePublicKey


Field | Type | Label | Description |

—– | —- | —– | ———– |

kyber_pk | [bytes](#bytes) |  |  |

dilithium_pk | [bytes](#bytes) |  |  |



<a name=”qrl.Transaction.Stake”/>

### Transaction.Stake


Field | Type | Label | Description |

—– | —- | —– | ———– |

activation_blocknumber | [uint64](#uint64) |  |  |

slavePK | [bytes](#bytes) |  |  |

hash | [bytes](#bytes) |  |  |



<a name=”qrl.Transaction.Transfer”/>

### Transaction.Transfer


Field | Type | Label | Description |

—– | —- | —– | ———– |

addr_to | [bytes](#bytes) |  |  |

amount | [uint64](#uint64) |  |  |

fee | [uint64](#uint64) |  |  |



<a name=”qrl.Transaction.Vote”/>

### Transaction.Vote


Field | Type | Label | Description |

—– | —- | —– | ———– |

block_number | [uint64](#uint64) |  |  |

hash_header | [bytes](#bytes) |  |  |



<a name=”qrl.TransactionCount”/>

### TransactionCount


Field | Type | Label | Description |

—– | —- | —– | ———– |

count | [TransactionCount.CountEntry](#qrl.TransactionCount.CountEntry) | repeated |  |



<a name=”qrl.TransactionCount.CountEntry”/>

### TransactionCount.CountEntry


Field | Type | Label | Description |

—– | —- | —– | ———– |

key | [uint32](#uint32) |  |  |

value | [uint32](#uint32) |  |  |



<a name=”qrl.TransactionExtended”/>

### TransactionExtended


Field | Type | Label | Description |

—– | —- | —– | ———– |

header | [BlockHeader](#qrl.BlockHeader) |  |  |

tx | [Transaction](#qrl.Transaction) |  |  |



<a name=”qrl.TransferCoinsReq”/>

### TransferCoinsReq


Field | Type | Label | Description |

—– | —- | —– | ———– |

address_from | [bytes](#bytes) |  | Transaction source address |

address_to | [bytes](#bytes) |  | Transaction destination address |

amount | [uint64](#uint64) |  | Amount. It should be expressed in Shor |

fee | [uint64](#uint64) |  | Fee. It should be expressed in Shor |

xmss_pk | [bytes](#bytes) |  | XMSS Public key |

xmss_ots_index | [uint64](#uint64) |  | XMSS One time signature index |



<a name=”qrl.TransferCoinsResp”/>

### TransferCoinsResp


Field | Type | Label | Description |

—– | —- | —– | ———– |

transaction_unsigned | [Transaction](#qrl.Transaction) |  |  |



<a name=”qrl.Wallet”/>

### Wallet


Field | Type | Label | Description |

—– | —- | —– | ———– |

address | [string](#string) |  | FIXME move to bytes |

mnemonic | [string](#string) |  |  |

xmss_index | [int32](#int32) |  |  |



<a name=”qrl.WalletStore”/>

### WalletStore


Field | Type | Label | Description |

—– | —- | —– | ———– |

wallets | [Wallet](#qrl.Wallet) | repeated |  |



<a name=”qrl.GetLatestDataReq.Filter”/>

### GetLatestDataReq.Filter


Name | Number | Description |

—- | —— | ———– |

ALL | 0 |  |

BLOCKHEADERS | 1 |  |

TRANSACTIONS | 2 |  |

TRANSACTIONS_UNCONFIRMED | 3 |  |



<a name=”qrl.GetStakersReq.Filter”/>

### GetStakersReq.Filter


Name | Number | Description |

—- | —— | ———– |

CURRENT | 0 |  |

NEXT | 1 |  |



<a name=”qrl.NodeInfo.State”/>

### NodeInfo.State


Name | Number | Description |

—- | —— | ———– |

UNKNOWN | 0 |  |

UNSYNCED | 1 |  |

SYNCING | 2 |  |

SYNCED | 3 |  |

FORKED | 4 |  |



<a name=”qrl.Transaction.Type”/>

### Transaction.Type


Name | Number | Description |

—- | —— | ———– |

UNKNOWN | 0 |  |

TRANSFER | 1 |  |

STAKE | 2 |  |

DESTAKE | 3 |  |

COINBASE | 4 |  |

LATTICE | 5 |  |

DUPLICATE | 6 |  |

VOTE | 7 |  |



<a name=”qrl.AdminAPI”/>

### AdminAPI
This is a place holder for testing/instrumentation APIs


Method Name | Request Type | Response Type | Description |

———– | ———— | ————- | ————|

GetLocalAddresses | [GetLocalAddressesReq](#qrl.GetLocalAddressesReq) | [GetLocalAddressesResp](#qrl.GetLocalAddressesReq) | FIXME: Use TLS and some signature scheme to validate the cli? At the moment, it will run locally |



<a name=”qrl.P2PAPI”/>

### P2PAPI
This service describes the P2P API


Method Name | Request Type | Response Type | Description |

———– | ———— | ————- | ————|

GetNodeState | [GetNodeStateReq](#qrl.GetNodeStateReq) | [GetNodeStateResp](#qrl.GetNodeStateReq) |  |

GetKnownPeers | [GetKnownPeersReq](#qrl.GetKnownPeersReq) | [GetKnownPeersResp](#qrl.GetKnownPeersReq) |  |

GetBlock | [GetBlockReq](#qrl.GetBlockReq) | [GetBlockResp](#qrl.GetBlockReq) | rpc PublishBlock(PublishBlockReq) returns (PublishBlockResp); |

ObjectExchange | [MsgObject](#qrl.MsgObject) | [MsgObject](#qrl.MsgObject) | A bidirectional streaming channel is used to avoid any firewalling/NAT issues. |



<a name=”qrl.PublicAPI”/>

### PublicAPI
This service describes the Public API used by clients (wallet/cli/etc)


Method Name | Request Type | Response Type | Description |

———– | ———— | ————- | ————|

GetNodeState | [GetNodeStateReq](#qrl.GetNodeStateReq) | [GetNodeStateResp](#qrl.GetNodeStateReq) |  |

GetKnownPeers | [GetKnownPeersReq](#qrl.GetKnownPeersReq) | [GetKnownPeersResp](#qrl.GetKnownPeersReq) |  |

GetStats | [GetStatsReq](#qrl.GetStatsReq) | [GetStatsResp](#qrl.GetStatsReq) |  |

GetAddressState | [GetAddressStateReq](#qrl.GetAddressStateReq) | [GetAddressStateResp](#qrl.GetAddressStateReq) |  |

GetObject | [GetObjectReq](#qrl.GetObjectReq) | [GetObjectResp](#qrl.GetObjectReq) |  |

GetLatestData | [GetLatestDataReq](#qrl.GetLatestDataReq) | [GetLatestDataResp](#qrl.GetLatestDataReq) |  |

GetStakers | [GetStakersReq](#qrl.GetStakersReq) | [GetStakersResp](#qrl.GetStakersReq) |  |

TransferCoins | [TransferCoinsReq](#qrl.TransferCoinsReq) | [TransferCoinsResp](#qrl.TransferCoinsReq) |  |

PushTransaction | [PushTransactionReq](#qrl.PushTransactionReq) | [PushTransactionResp](#qrl.PushTransactionReq) |  |

GetLatticePublicKeyTxn | [LatticePublicKeyTxnReq](#qrl.LatticePublicKeyTxnReq) | [TransferCoinsResp](#qrl.LatticePublicKeyTxnReq) |  |



<a name=”qrlbase.proto”/>
<p align=”right”><a href=”#top”>Top</a></p>

## qrlbase.proto

<a name=”qrl.GetNodeInfoReq”/>

### GetNodeInfoReq

<a name=”qrl.GetNodeInfoResp”/>

### GetNodeInfoResp


Field | Type | Label | Description |

—– | —- | —– | ———– |

version | [string](#string) |  |  |

grpcProto | [string](#string) |  |  |



<a name=”qrl.Base”/>

### Base


Method Name | Request Type | Response Type | Description |

———– | ———— | ————- | ————|

GetNodeInfo | [GetNodeInfoReq](#qrl.GetNodeInfoReq) | [GetNodeInfoResp](#qrl.GetNodeInfoReq) |  |



<a name=”qrllegacy.proto”/>
<p align=”right”><a href=”#top”>Top</a></p>

## qrllegacy.proto

<a name=”qrl.BKData”/>

### BKData


Field | Type | Label | Description |

—– | —- | —– | ———– |

mrData | [MRData](#qrl.MRData) |  |  |

block | [Block](#qrl.Block) |  |  |



<a name=”qrl.FBData”/>

### FBData


Field | Type | Label | Description |

—– | —- | —– | ———– |

index | [uint64](#uint64) |  |  |



<a name=”qrl.LegacyMessage”/>

### LegacyMessage
Adding old code to refactor while keeping things working


Field | Type | Label | Description |

—– | —- | —– | ———– |

func_name | [LegacyMessage.FuncName](#qrl.LegacyMessage.FuncName) |  |  |

noData | [NoData](#qrl.NoData) |  |  |

veData | [VEData](#qrl.VEData) |  |  |

pongData | [PONGData](#qrl.PONGData) |  |  |

mrData | [MRData](#qrl.MRData) |  |  |

sfmData | [MRData](#qrl.MRData) |  |  |

bkData | [BKData](#qrl.BKData) |  |  |

fbData | [FBData](#qrl.FBData) |  |  |

pbData | [PBData](#qrl.PBData) |  |  |

pbbData | [PBData](#qrl.PBData) |  |  |

syncData | [SYNCData](#qrl.SYNCData) |  |  |



<a name=”qrl.MRData”/>

### MRData


Field | Type | Label | Description |

—– | —- | —– | ———– |

hash | [bytes](#bytes) |  | FIXME: rename this to block_headerhash |

type | [LegacyMessage.FuncName](#qrl.LegacyMessage.FuncName) |  | FIXME: type/string what is this |

stake_selector | [bytes](#bytes) |  |  |

block_number | [uint64](#uint64) |  |  |

prev_headerhash | [bytes](#bytes) |  |  |

reveal_hash | [bytes](#bytes) |  |  |



<a name=”qrl.NoData”/>

### NoData

<a name=”qrl.PBData”/>

### PBData


Field | Type | Label | Description |

—– | —- | —– | ———– |

index | [uint64](#uint64) |  |  |

block | [Block](#qrl.Block) |  |  |



<a name=”qrl.PLData”/>

### PLData


Field | Type | Label | Description |

—– | —- | —– | ———– |

peer_ips | [string](#string) | repeated |  |



<a name=”qrl.PONGData”/>

### PONGData

<a name=”qrl.SYNCData”/>

### SYNCData

<a name=”qrl.VEData”/>

### VEData


Field | Type | Label | Description |

—– | —- | —– | ———– |

version | [string](#string) |  |  |

genesis_prev_hash | [bytes](#bytes) |  |  |



<a name=”qrl.LegacyMessage.FuncName”/>

### LegacyMessage.FuncName


Name | Number | Description |

—- | —— | ———– |

VE | 0 | Version |

PL | 1 | Peers List |

PONG | 2 | Pong |

MR | 3 | Message received |

SFM | 4 | Send Full Message |

BK | 5 | Block |

FB | 6 | Fetch request for block |

PB | 7 | Push Block |

PBB | 8 | Push Block Buffer |

ST | 9 | Stake Transaction |

DST | 10 | Destake Transaction |

DT | 11 | Duplicate Transaction |

TX | 12 | Transfer Transaction |

VT | 13 | Vote |

SYNC | 14 | Add into synced list, if the node replies |



## Scalar Value Types


.proto Type | Notes | C++ Type | Java Type | Python Type |

———– | —– | ——– | ——— | ———– |

<a name=”double” /> double |  | double | double | float |

<a name=”float” /> float |  | float | float | float |

<a name=”int32” /> int32 | Uses variable-length encoding. Inefficient for encoding negative numbers – if your field is likely to have negative values, use sint32 instead. | int32 | int | int |

<a name=”int64” /> int64 | Uses variable-length encoding. Inefficient for encoding negative numbers – if your field is likely to have negative values, use sint64 instead. | int64 | long | int/long |

<a name=”uint32” /> uint32 | Uses variable-length encoding. | uint32 | int | int/long |

<a name=”uint64” /> uint64 | Uses variable-length encoding. | uint64 | long | int/long |

<a name=”sint32” /> sint32 | Uses variable-length encoding. Signed int value. These more efficiently encode negative numbers than regular int32s. | int32 | int | int |

<a name=”sint64” /> sint64 | Uses variable-length encoding. Signed int value. These more efficiently encode negative numbers than regular int64s. | int64 | long | int/long |

<a name=”fixed32” /> fixed32 | Always four bytes. More efficient than uint32 if values are often greater than 2^28. | uint32 | int | int |

<a name=”fixed64” /> fixed64 | Always eight bytes. More efficient than uint64 if values are often greater than 2^56. | uint64 | long | int/long |

<a name=”sfixed32” /> sfixed32 | Always four bytes. | int32 | int | int |

<a name=”sfixed64” /> sfixed64 | Always eight bytes. | int64 | long | int/long |

<a name=”bool” /> bool |  | bool | boolean | boolean |

<a name=”string” /> string | A string must always contain UTF-8 encoded or 7-bit ASCII text. | string | String | str/unicode |

<a name=”bytes” /> bytes | May contain any arbitrary sequence of bytes. | string | ByteString | str |





          

      

      

    

  _static/down.png





_static/comment.png





_static/down-pressed.png





_static/plus.png





_static/file.png





_static/minus.png





_static/up-pressed.png





_static/up.png





_static/comment-bright.png





_static/ajax-loader.gif





_static/comment-close.png





nav.xhtml

    
      Table of Contents


      
        		
          Quantum Resistant Ledger
        


        		
          License
        


        		
          Authors
        


        		
          Changelog
          
            		
              Version 0.X
            


          


        


        		
          Module Reference
          
            		
              qrl package
              
                		
                  Subpackages
                


                		
                  Submodules
                


                		
                  qrl.cli module
                


                		
                  qrl.grpcProxy module
                


                		
                  qrl.main module
                


                		
                  qrl.measure module
                


                		
                  Module contents
                


              


            


          


        


      


    
  

